
For years, connectivity has been about compromise. Branch offices and home workers were expected 
to compromise on access, speed, and availability. Similarly, operations expect to compromise on 
security or services to field based staff, deployed IoT devices or travelling executives. iQuila do not 
believe in compromise and have developed a suite of products that is centered around all aspects of 
user-experience, security, and reliability. VEN or Virtual Extended Network is iQuila’s proprietary 
protocol which provides a unique method of data transmission which surpasses the legacy protocols 
that have, until now, been dominate within the marketplace.

Software-controlled LANs have been around for a short while but iQuila is the first of its kind.  A 
cutting-edge, never-seen-before AI-powered, software-defined technology for extending your Local 
Area Network online. It provides the highest level of security for both the connections and connected 
devices as Global assets are completely integrated within the network, rather than ‘bolted on’ to it. 

 

iQuila CLOUD 
THE WORLD’S ONLY LAYER 2 VIRTUAL 
EXTENDED NETWORK.

iQuila is the future of networking, combining speed, security, 
availability, and resilience. Built with the unique VEN protocol at its 
core, iQuila Cloud combines features such as Always-On, 
military-grade network encryption, multi-channel transmission, AI, 
clustering and adjacent node connectivity to give the most secure and 
dependable connectivity solution available.



What this means for business is that iQuila can provide organisations with operational capacity to 
remote branch locations or workers, whilst still achieving the required security standards and highest 
levels of protection to any and every asset within its Global network.

iQuila is cloud native and requires no hardware or costly infrastructure overhaul however unlike other 
cloud-based solutions (ZTNA) iQuila virtualizes the entire network stack. This allows delivery of full 
Layer 2 connections across your entire Wide Area Network, achieving lightning-fast connection 
speeds and complete control and governance across all sub-networks. iQuila Cloud is hosted on 
Microsoft’s Azure platform and is a simple to deploy, subscription solution for site-to-site and hybrid 
cloud connectivity to AWS, Azure, Google Cloud and more.

 



SHOWCASING THE SOLUTION TO THE BUSINESS:

 

ENSURING THE TECHNOLOGY EXECUTIVES ARE CONFIDENT:

• Full Layer 2 support.

• Complete integration for cloud storage services 
such as AWS, Azure, Google Cloud Platform, 
and others.

• Wholesale cost reduction across CAPEX, OPEX 
and connectivity support.

• MitM “Man in the Middle” attacks are 
impossible with iQuila. 

• Backward compatible with older Windows 
operating systems through the Pre-Windows 
Active-Directory login

• Employs the same level of security and 
encryption as military-grade platforms, using an 
8--channel data transmission.

 

• Full GP log-on and GDPR compliance.

• Zero-Trust nano-segmentation policies prevent 
network manipulation in the unlikely event of a 
breach

• Rapid deployment and scalability of networks.

• AI network load-balancing and cluster 
management.

• Available for Linux, iOS, MAC, Android and 
Windows, with complete Microsoft Software 
Publisher Certification.

• Network orchestration via centralised portal 
access.

 

• The solution is ‘Always-on’, removing the 
human error factor from network access.

• iQuila is 95% more cost-effective as a 
subscription-based service when compared to 
legacy VPNs.

• Unbeatable transmission speeds of up to 
1GBPS can be achieved. 

• Stays connected, even when on the move at 
high speed/altitude.

• iQuila Cloud can be implemented with little 
disruption to business or significant 
consultancy costs. 

• Safe to use, even on public WiFi.
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AI-embedded innovation
iQuila is the first-ever SD-LAN to incorporate 
Artificial Intelligence into its operations. VEN is an 
AI-powered protocol that works as the first point 
of connection between your network and user 
devices everywhere else in the world. The 
pathfinding AI sends data through the most 
efficient routes from the users to the network at 
lightning-fast speeds. VEN ensures impregnable 
security by splicing your data into multiple 
streams of bits while transmitting, instead of a 
single vulnerable stream.

Cloud centric operation
iQuila integrates with cloud services like AWS, 
Azure, G-cloud, and iCloud, allowing you to 
configure your network services in minutes 
without complex server setups and/or 
configurations. It integrates seamlessly with 
existing networking infrastructure, finds, and 
corrects errors and remove redundancies to 
improve efficiency.

Military-grade encryption
iQuila is secure by design and employs the AES 
(Advanced Encryption Standard) 256-bit 
encryption protocol making it highly resistant to 
brute force or similar cyber intrusion methods. 
The VEN protocol routes data through 8-channels 
during transmission, disassembling and 
reassembling data, making intercepted data 
worthless. A crucial point to note about iQuila’s 
SD-LAN is that the protocol never stores data, 
once a connection is activated, the VEN mounts 
itself like a cloaking doorway to send multiple 
streams as securely as possible.

End to end protection
Securing the connection is only part of the battle 
against cyber-crime and unsecured end point 
devices are often at the root of network 
exploitation. iQuila deploys the same security 
protocols on all the Edge and user devices, 
preventing unauthorised access or malicious 
attacks on the network. Network can be 
configured to be fully isolated from one another 
by iQuila’s protocols.

SSL data encryption
SSL encryption provides a comprehensive level of 
authentication, security, and data scrambling that 
prevents attackers from reading or copying 
sensitive backend data such as passwords, IDs, 
and credit card information.
iQuila’s military-grade encryption is fortified with 
SSL integration over the network. Sensitive data is 
never transmitted as plain text or meaningful 
numeric, providing a greater level of security 
assurance in addition to the secure transport 
mechanism. 

Consistent availability 
On 3G, 4G, 5G, or even satellite connections, 
iQuila offers unrivalled uptime and ensures the 
connection is always active. Traditional network 
services transmit data across a single slow and 
vulnerable stream. iQuila splices data into multiple 
streams during a single connection, creating 
resilience and stability, whilst maximizing 
throughput speed and reducing latency.

INSIDE THE IQUILA SOLUTION




