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This guide applies to Microsoft Server 2016 / 2019
Note: If there is a firewall between the NPS server and Domain Controller you will need to allow the
following Ports to be open for RADIUS to work.

1812 UDP authentication
1813 UDP authentication
1645 UDP accounting (If you use the accounting feature within NPS.)
1646 UDP accounting (If you use the accounting feature within NPS.)

Prepare Active Directory

Create a RADIUS user group and put in AD user accounts that you want to use for RADIUS
authentication.

Make sure that the user accounts properties have the option to be controlled through a NPS also.

iQuilaTest Account Properties ? X
Remote control Remote Desktop Services Profile COM=

General Address Account Profile Telephones Crganization
Member Of Dishin Environment Sessions

Network Access Pemmission
" Allow access
" Deny access

¥ Control access through NPS Network Policy

™ Verfy Caller1D: ’7
Callback Options

(¥ No Callback

{" Set by Caller {Routing and Remote Access Service only}

" Mways Calback to: '7

[~ Assign Static IP Addresses
Define IP addresses to enable for this
Diakin connection.

[~ Apply Static Routes

Define routes to enable for this Dialin
connection.

Cancel Apply Help
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Step 2
Prepare the NPS role for RADIUS

1. Install the NPS role through the add roles and features wizard. This can be done on a member
server and doesn’t require that the role is installed on a Domain Controller.

s Add Roles and Features Wizard - o x

Server2019Testdvs Jocal

Select server roles

Select one or more roles to install on the selected server.

[' Manage Tools  View  Help

Add Roles and Features

Remove Roles and Features

Add Servers
Create Server Group

ws Upda Server Manager Properties

«- (@) | [’ Manage Tools View  Help

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

Event Viewer

iSCSI Initiator

Local Security Policy

I Microsoft Azure Services

[ Network Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

— System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

| Active Directory Certificate Services
] Active Directory Domain Services

Active Directory Federation Services

] Active Directory Lightweight Directory Services
] Active Directory Rights Management Services
Device Health Attestation

DHCP Server

] DNS Server

Fax Server

File and Storage Services (1 of 12 installed)

] Host Guardian Service

L

] Hyper-v

A< twork Policy and Access Services (Installed]
[

Print and Document Services
Remote Access

Remote Desktop Services
Volume Activation Services

Web Server (IIS)

Windows Deployment Services
Windows Server Update Services
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Description

Network Policy and Access Services
provides Network Policy Server
(NPS), which helps safeguard the
security of your network.




Once installed you need to register the NPS within AD so that it can read user accounts. Right click
off NPS (Local) and choose "Register server in Active Directory". If you haven’t got this option (Greyed
out) it usually means you have in the past had a previous NPS within the domain. If this is the case you
can manually add the name of your NPS server in the “RAS and IAS Servers group” within the Users
AD folder to achieve this and remove any old servers that may have had the NPS role installed.

15 wpG Security Group... IS Worker Process Group
B8 KAVWSEE Administrators
H2,.0Ws_441463123_admin
8, RAS and IAS Servers

Security Group... no comments
Security Group... Microsoft SharePoint role 'admin’ for web '
Security Group... Servers in this group can access remote acci

Import Configuration
Export Configuration

Start NP5 Service
Stop NP5 Service

Register server in Active Directory
Properties
View

Help

2,501 Server2005DTSUserSSERVER

2,501 Server2003DTSUser§ SERVERDT

2,501 Server2005DTSUserSSERVERD2

82,501 Server2003MSFTEUserSDVS-FILED1SMICROSOF T#%:
2,501 Server200SMSFTEL QLSERVER

RAS and |AS Servers Properties

General  Members  Member OF Managed By

Members:

? x

2,501 Server2003MSFTEUs er$ SERVERD SMSSOLSERVER
£, 50L Server2005MSFTEUserSSERVER02SBITROCKMSSQL
82,501 Server2005MSOLAPUserSSERVERSMSSQLSERVER
2,501 Server2003MS OLAPUserSSERVERD1SMSSOLSERVER
2,501 Server2005MSOLAPUserSSERVERD2SMSSOLSERVER
2,501 Server2005MSSQL ServerADHelperlUserSDVS-FILEDD
2,501 Server2003MSSQLServerADHelperlUserSSERVER

2,501 Server2003MSSQLServerADHelperUserS SERVERO1
2,501 Server2005MSSOL ServerADHelperUserSSERVERD2
2,501 Server2003MSSQLUserSDVS-FILEQTSKAV_CS_ADMI
2,501 Server2003MSSQLUserSDVS-FILEDTSMICROSOFT#::
2,501 Server2005MSSQLUserSSERVERSMSSMLBIZ

2,501 Server2005MSSQLUserSSERVERSMSSQLSERVER

2,501 Server2003MSSQLUserSSERVERDTSMSSQLSERVER
2,501 Server2003MSSQLUserSSERVERDT SOFFICESERVERS.
2,501 Server2005MSSQL UserSSERVERO2SBITROCKMSSQL
2,501 Server2003MSSQLUserSSERVERO2SMSSQLSERVER
2,501 Server2003NotificationServicesUser§ SERVER

2,501 Server2003NotificationServicesUserSSERVERD1

Name Active Directory Domain Services Folder

[ SERVER201.._duslocal/Computers

Add... Remove

o

Right click of RADIUS Clients, click New - You will need to add the iQuila IP address of your iQuila
Server. Give it a Share Secret that’s used to connect iQuila vSwitch to NPS.

e RADIUS Cliene x
| Setnm acvanced

3 Brable i RATIUS chere

& NPS (Local) RADIUS Clig

v | RADIUS Clients and Servers Ii Py
3 RADIUSCI - Ak e
35 Remote R/ Mo — -
v [if Policies Export List T
_ Connectio View 3 t T e S e s
Network P — .
8 Accounting Refresh St
M Templates Ma e
Help

Right click off Policies — Network Policies and give your Policy a name. Leave the “Type of network
access server” on Unspecified. Specify Conditions screen, Click Add and choose “Windows groups”,
Click the “Add groups button” and type the name of your AD group that you created before.

& NPS (Local) olicies|
v RADIUS Clients and Servers.
& RADIUS Clients

i3 Remote RADIUS Server |
v [if Policies

| Connection Request Po|| Policy Name

{ = Network Policies [# Test Policy
B, Accounting New
M Templates Manage Export List
View L4
Refresh
Advanced Cancel
Help
= . Concd | PYRORMSCHAP 2(Lsarcn
oo
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Choose ”Access granted” and then on the next screen of the wizard tick “unencrypted
authentication (PAP, SPAP)”. Click “No” on the warning and leave the “Configure Constraints”
section as it is.

(Please note: Although PAP is used and you receive an unencrypted warning, all communications will pass through the encrypted iQuila
Links, and at no time will your user details be broadcasted on an unencrypted link.)

[o—— B

[——

Hi
ity

TR
13

On the “Configure Settings” screen, remove “Framed-protocol PPP” and select (Service-Type) and click
the “Edit” button and choose “Others” and select “Login.” So it looks like this;

| New Network Poicy X
|
Configure Settings
| * W95 aoplies ectings to the connecton reqeest f ll of th network polcy condtons ad constraets for the polcy ar
matched

Cordiguee the setirgs forthvs netwosk polcy.
i

acoes,

RADIUS Atwibuses

'l strbutes to RADIUS cherts, select 3 RADIUS standrd atbute, and
ot c an s, # 3 ot sert o RADIUS cherts. See
e

Click on Finish on the wizard on the “Completing new network policy.” If you have other policies then
make sure your authentication policy is order 1 in the list as the policies get processed from top down
starting with 1.

Doy o

4P 20 ot

enan
AP ORNSHAF | ORMSCHAP.
ere

Ctgnd
[y

o EPE TR
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Step 3

Set iQuila for RADIUS

1. Login to your iQuila Enterprise Server and select your vSwitch and click “Manage Virtual Switch”.

T e—— - o x
#» Manage VEN Server "IN Licensed to: 0 days remaining
Lier2 Setch  Hu Setings
VitalSuchteme  Suta e Users Gows  Sesem  MACTbles NumLogia _ List Login Lot Communcation. TarsterBtes  Tareer Packels
VNN oune  swave 2 0 3 3 s * XII0DIEMDS 02110121231 12BT0RT WS299314
‘—— Criine Sandpione 31 1 n 3 2 122 21012141565 20219012 142597 124132804005 24524465538
™ Ssndatone. | 1 o ° ° o o 20010120 145810 2021.01.20 145810 o
— Crine  Standsene 3 0 2 st 2 1 22031903018 H2102UDI AMTEOZNATI 18572918357
¥ — ovine  Sundsone 0 0 o o o o 2200710135935 2020071013593 0
— onine  sunaaone 6 0 6 ) I 200 20211012 104610 2331 TSAASNIO. 3094172177
— Gure  sanmaone 9 o n o = ey WIS RO W 15T SRR
— Cune  Sanasone 1 0 : ! o 0I0TINS NI011RI BRI 4476202
 — Coine  Sandvane 7 ' 5 ' ' 150 AUI00TEINN NI MDY GeTeEI 482870165
RADUSTst onine rdione 1 o 1 ' i 7 MRII0A2100545 2021102142329 ST 7282263
— Onine  Sundsone 0 o o 0 o o 20210728 120021 20210728 124321
— onine  Sandaene 0 o 0 ° o 0 weLo7aii0zss 221072110320 © 0
srging soa Routng
b | touimiose s
O [y
&7
E IPsec /L2TP Setting
@ [ ommisse
Netaor e nymron
2
VN sever inomation Wanagement o seners: Gl il Ineligence
vencusteng e = v
Goute | [Porttumner | Stats
B89 | cuserg coneguestion Bacows  ustenng
£a Cont Enrssss Ustenng
= Avous s veN senver
[E-Tpo——— -
o Retresh ot
2. Click the “Authentication Server Settings.”
Management of Virtual Switch - 'RADIUSTest"
Virtual Switch '‘RADIUSTest'
Management of Security Database: Secure NAT Settings Current Status of this Virtual Switch:
2 Mana
ge Users "
Virtual NAT and Virtual DHCP Server ftem Valve
Manage your users, Create, Edit and Delete. 2 Virtual Switch Name RADIUSTest
Network Address Translation (NAT) is available an this Virtual Switch. You 1E1Status Online
e B oe standstone
Bnar trasiea
B sessions 2
2 Manage Groups A Virtual NAT may conflict with you network, please check before enabling. 11 Sessions (Client) 1
dd, delete or edit groups. g Sessions (Bridge) [
| Access Lists. []
£ Users 1
22 Groups ]
VEN Sessians Management; O macTables 2
@ o po— ©11P Tables 5
fanage Packet Filtering @ R b Lo
gins 7
Manage Sessions N
Ad or delete Packet filtering rules and apply E2Last Login 2021-10-11 150634
Data prioritisation. Manage Active VEN Sessions on this Virtual Switch, £ Last Communication 2021-10-11 165742
EDcreated at 2021-10-11 112055
Joutgoing Unicast Packets 3572606 packets
\DO\IQQI"B Unicast Total Size 4613156482 bytes
" W outgoing Broadcast Packets 3714 packets
Virtual Suitch Settings: VEN Certificates \Loutgoing Broadcast Total Size 265,195 bytes
o Dincorming ricast Packets 3574758 packets
%o Switch Properties i] Trusted CA Centificates Revoked Certs Dincoming Unicast Total Size 4613354410 bytes
L v
Configure this Virtual Layer? Switch, incoming Broadest Packsts 4041 packets
Manage trusted CA certificates for you Virtual Switch and
Users. Refresn
VEN Sessions Management: VEN Log Files.
g T e R T Manage Cascade Connections Log Save Setting Log File List
Use external RADIUS authentication server Establish Cascade Layer? Bridge Connection Configure settings of Iog saving function.
for user authentication. to Switches on local or remote VEN Servers.
Exit
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Enable “Use RADIUS Authentication.” Enter your NPS servers IP and enter your shared secret,
confirm and click OK.

o Authentication Server Settings X

To use an external RADIUS server to verify login attempts to the Virtual Switch
"RADIUSTest”, specify an external RADIUS server that verifies the user name and
password.

RADIUS Server Settings:

Use RADIUS Authentication

RADIUS Server Host Name or [P: | 10.10.10.4|

{use " or "7 to split multiple hostnames.)

Part: 1812 (UDP Port)

Shared Secret: | IIIITIYY} |

Confirm Shared Secret: | IIIITIYY} |

Retry Interval milliseconds {above 500, below
10000)

# ™y The RADIUS server must accept requests from P addresses of this VEN Server.
1 Also, authentication by Password Authentication Protocal [PAP) must be enabled.

;'IE When using Windows AD Domain Controller or Windows Server Active Directory
Controller as an external authentication server, you must setup the VEN Server
computer to join the domain. To use AD Domain Authentication, there are no

items to configure here,

Click “Manage Users” button and create a new user account that will be used to forward credentials
to the RADIUS NPS server for authentication. Enter a * for the username and choose RADIUS
Authentication.

£ Properties of User x
® security Policy
User Name: | n
- éf©“; [ set Security Policy Security Policy
ol

Full Name: [ ] A

Note: | For Radius Authentication |

Auth Type: e (Optionali

© anorymous Authentication

R Password Authentication
Eflindividual Certificate Authentication
Wilsigned Certificate Authentication

i RADIUS Authentication Individual Certificate Authentication Settings:
@1 AD Domain Authentication

== The users using ‘Individual Certificate Authentication” will be
£y allowed or denied connection depending on whether the SSL
client certificats completely matches the ce tificste that has been
set for the user beferehand,

Password Authentication Settings:

?‘ Fassword

Confitm Passward: Specity Certiicate View Certificate Create Certificate
RADIUS or AD Domain Authentication Settings: Signed Certificate Authentication Settings
Verification of whether the dient certificate is signed is based on 3
@ [ set the Expiration Date for This Account ﬁ] certificate of a CA trusted by this Virtual Switch.

v \ b :

Limit Comman Name (CK) Value
RADIUS or AD Domain Authenticatian Settings:
Login attempts by password will be verified by the external RADIUS
server, Windows AD domain controller, or Active Directory
controller. Limit Values of the Certificate Serial Number
Specity User Name on Authentication Server
Heerilme on futhentication server: Note: Erter hexadecimal walues, [Example; 015585 DEF)
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Then at the device end, for all devices that you want to use AD authentication, give the connection a
name, add your iQuila host name and then your Virtual Hub Name (vSwitch) name. On the “User
Authentication Settings” section choose “RADIUS or NT Domain Authentication” and type your AD
domain username and password. Click OK and then connect within the iQuila Client.

If your AD user account resides within group you created for RADIUS access in AD then your user will
be allowed to login to the domain.

Mew Cloud Connection Setting Properties >

@ Please configure the VPN Connection Setting for VPN Server, Virtual Metwork Adapter to Use:

8 VPN Client Adapter - VPN

Setting Mame: | iQuila Agent
Destination VPN Server:

6 Specify the host name or IP address, and the port number
and the Virtual Hub on the destination VPN Server,

Host Mame: | sdlaniguila.com |

Part Number: D Disable MAT-T User Authentication Setting:

Set the user authentication information that is required when
connecting to the VPN Server,

Virtual Hub Mame: | RADIUSTest V|

Auth Type: | Standard Password Authentication ~
Proxy Server as Relay:

D You can connect to a VPN Server via a proxy server. User Name: | domainusername |
Import |E Proxy Server Settings Password: | ..............l |
Proxy Type: (®) Direct TCP/IP Connection (Mo Proxy) You can change the user's password on the VPN Server.

O Connect via HTTP Proxy Server Change Password
O Connect via SOCKS Proxy Server
Proxy Server Setting Advanced Setting of Communication:

el

Reconnects Automatically After Disconnected

Server Certificate Verification Option: b
%J [ Always Verify Server Certificate Reconnect Interval: seconds
-
Manage Trusted CA Certificate List Infinite Reconnects (Keep VPN Always Onling)
Specify Individual Cert | Show Individual Cert [Juse ssL30(1) ilETEEE S

|:| Hide Status and Errars Screens |:| Hide IP Address Screens G

It will then login to iQuila using your domain credentials using the RADIUS protocol via the NPS role.
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